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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

Responsive to communication(s) filed on 25 September 2007 . 
2a)E<] This action is FINAL. 2b)D This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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5) D Claim(s) is/are allowed. 
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This action is responsive to the amendment and remarks file on 9/25/07. 
Claims 1-28 are presented for further examination. 

Due to Applicant's argument/remark filed on 9/25/07, the final rejection filed on 8/30/07 
is now withdrawn. The new final rejection is presented. 

DETAILED ACTION 
Response to Arguments 

Applicant's arguments with respect to claims 1-28 have been considered but are moot in 
view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1-10, 12-18 and 25-28 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wenzel (US 2002/0034939) in view of Haverinen et al hereinafter Haverinen (US 
7,107,620). 

1. Referring to Claims 1, 3, 14, 18, and 25, Wenzel teaches a method for providing 
authentication in a network having a first AAA server (122, Fig 1), the method comprising: 
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receiving a request (signal, refer to 0038) from a remote user for connection with a network at a 
virtual home gateway, said the home gateway (NAS/PDSN and ANC are interpreted as one 
entity, refer to 0038) in communication with a second AAA server (128, refer to Fig 1) which is 
not located within said virtual private network (the system is a Virtual private network because 
the system's network provides privacy and contains security procedure - refer to AAA server, 
0013 and Local AAA server, refer to 0038); associating the remote user with the virtual private 
network (refer to 0038), at the virtual home gateway; 

sending a request to authenticate the remote user with said virtual private network from the 
virtual home gateway to the first AAA server located within said virtual private network (156, 
refer to Fig 1); 

connecting the remote user to the network if the first AAA server authenticate the user (refer to 
0038); and 

sending accounting information directly to the first and second AAA servers (refer to 0040, and 
refer to 0043); 

wherein authentication of the remote user is performed without contacting the second AAA 
server associated with the virtual home gateway (refer to 0038). 
A computer readable storage medium for storing the codes (computing device, which is 
inherently comprises memories that store codes, refer to 0007). 

Although Wenzel disclosed the invention substantially as claimed, Wenzel is silent regarding 
"performing a lookup of the address of the first AAA server at the virtual home gateway". 
Haverinen, in an analogous art, discloses a system performs "a lookup of the address of the first 
AAA server at the virtual home gateway" (GAGW which is the virtual home gateway, refer to 
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Col 1 1, Lines 36, must have a lookup address of the AAA server in order to pass information to 
HAAA server, refer to Col 11, Lines 35-36, further, the gateway GAGW is interfacing with 
various network therefore, it has various ports, in order to sent the information to the right 
network and right server, GAGW must have a lookup table to lookup the address. This feature is 
also a well known feature, and can be supported by US Patent 6,161,144); 
Hence, providing features disclosed by Haverinen, would be desired for a user to implement in 
order to prevent unauthorized PPP sessions from being forwarded to the destination and reduce 
the potential security risks. 

Therefore, at the time of the invention, it would have been obvious to one of ordinary skill in the 
art to modify the system of Wenzel by including the features presented by Haverinen. 

2. Referring to Claims 2 and 26, Wenzel discloses the remote users receiving a network 
ID and address of an AAA server of the virtual private network (refer to 0038, once the network 
connection has established, the user have to know the network ID and address in order to 
transmit/receive information). 

3. Referring to Claims 4 and 27, Wenzel teaches associating the remote user comprises 
sending a request to a service provider AAA server to authorize the remote user (refer to 0038). 

4. Referring to Claims 5 and 28, although Wenzel disclosed the invention substantially as 
claimed, Wenzel is silent regarding "the service provider AAA server contains the address of the 
network's AAA server". 
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Haverinen, in an analogous art, discloses a system that comprising "the service provider AAA 
server contains the address of the network's AAA server" (in order to pass information back and 
forth, the service provider must know the address of the network's AAA server, refer to Col 12, 
Lines 52-53). 

Hence, providing features disclosed by Haverinen, would be desired for a user to implement in 
order to prevent unauthorized PPP sessions from being forwarded to the destination and reduce 
the potential security risks. 

Therefore, at the time of the invention, it would have been obvious to one of ordinary skill in the 
art to modify the system of Wenzel by including the features presented by Haverinen. 

5. Referring to Claim 6, although Wenzel disclosed the invention substantially as 
claimed, Wenzel is silent regarding "sends a request to authenticate the remote user comprises 
routing the request using a customer routing table of the virtual private network". 
Haverinen, in an analogous art disclosing a system that comprises "sends a request to 
authenticate the remote user comprises routing the request using a customer routing table of the 
virtual private network (refer to Col 12, Lines 14-16, in order to transfer data from customer to 
AAA server); 

Hence, providing features disclosed by Haverinen, would be desired for a user to implement in 
order to prevent unauthorized PPP sessions from being forwarded to the destination and reduce 
the potential security risks. 

Therefore, at the time of the invention, it would have been obvious to one of ordinary skill in the 
art to modify the system of Wenzel by including the features presented by Haverinen. 
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6. Referring to Claim 7, although Wenzel disclosed the invention substantially as 
claimed, Wenzel is silent regarding "wherein connecting the remote user to the virtual private 
network comprises setting up a PPP session for the remote user". 

Haverinen, in an analogous art disclosing a system that comprises "wherein connecting the 
remote user to the virtual private network comprises setting up a PPP session for the remote 
user" (refer to Col 30, Lines 6-30). 

Hence, providing features disclosed by Haverinen, would be desired for a user to implement in 
order to prevent unauthorized PPP sessions from being forwarded to the destination and reduce 
the potential security risks. 

Therefore, at the time of the invention, it would have been obvious to one of ordinary skill in the 
art to modify the system of Wenzel by including the features presented by Haverinen. 

7. Referring to Claim 8, Wenzel teaches comprises sending an accounting request to the 
virtual private network's AAA server (refer to 0038). 

8. Referring to Claim 9, Wenzel teaches comprises sending an accounting request to the 
service provider's AAA server (refer to 0042). 

9. Referring to Claim 10, Wenzel teaches wherein accounting information sent to the 
virtual private network's AAA server is different than accounting information sent to the service 
provider's AAA server (refer to 0038 and 0042). 
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10. Referring to Claim 12, Wenzel teaches wherein associating a remote user with the 
network comprises identifying the network based on a dial-up phone number (refer to 0007). 

11. Referring to Claim 13, Wenzel teaches wherein associating a remote user with the 
virtual private network comprises identifying the network based on the circuit ID (mobile 
utilized the circuit switch and comprises circuit ID). 

12. Referring to Claims 1 1 and 20, although Wenzel disclosed the invention substantially 
as claimed, Wenzel is silent regarding "associating a remote user with the virtual private network 
comprises identifying the virtual private network based on a domain name". 

Haverinen, in an analogous art, discloses a system comprises "associating a remote user with the 
virtual private network comprises identifying the virtual private network based on a domain 
name" (refer to Col 12, Lines 59). 

Hence, providing features disclosed by Haverinen, would be desired for a user to implement in 
order to prevent unauthorized PPP sessions from being forwarded to the destination and reduce 
the potential security risks. Therefore, at the time of the invention, it would have been obvious to 
one of ordinary skill in the art to modify the system of Wenzel by including the features 
presented by Haverinen. 

13. Referring to Claim 19, Wenzel wherein the information received from the remote 
user is a circuit ID (mobile utilized the circuit switch and comprises circuit ID). 
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14. Referring to Claim 21, Wenzel discloses wherein the information received from the 
remote user is a dial-up phone number (It is an inherent features, since the user is a mobile 
device, the information transmitted to contact to the foreign network, is to dial a dial-up number). 

15. Referring to Claim 22, wherein a service provider AAA server coupled to the virtual 
home gateway and configured to authorize the remote user (refer to 0038, 0101, table 1, page 2). 

16. Referring to Claim 23 and 24, although Wenzel disclosed the invention substantially 
as claimed, Wenzel is silent regarding "wherein the virtual home gateway comprises a plurality 
of routing tables corresponding to different virtual private network". 

Haverinen, in an analogous art, discloses a system comprises "the virtual home gateway 
comprises a plurality of routing tables corresponding to different virtual private network" (refer 
to Col 20, Lines 1-21, the gateway must have plurality of routing table in order to support 
various network and Col 20, Lines 62-65). 

Hence, providing features disclosed by Haverinen, would be desired for a user to implement in 
order to prevent unauthorized PPP sessions from being forwarded to the destination and reduce 
the potential security risks. Therefore, at the time of the invention, it would have been obvious to 
one of ordinary skill in the art to modify the system of Wenzel by including the features 
presented by Haverinen. 
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Conclusion 

Examiner's Notes: Examiner has cited particular columns and line numbers in the 
references applied to the claims above for the convenience of the applicant. Although the 
specified citations are representative of the teachings of the art and are applied to specific 
limitations within the individual claim, other passages and figures may apply as well. It is 
respectfully requested from the applicant in preparing responses, to fully consider the references 
in entirety as potentially teaching all or part of the claimed invention, as well as the context of 
the passage as taught by the prior art or disclosed by the Examiner. In the case of amending the 
claimed invention, Applicant is respectfully requested to indicate the portion(s) of the 
specification which dictate(s) the structure relied on for proper interpretation and also to verify 
and ascertain the metes and bounds of the claimed invention. 

Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
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however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Karen C. Tang whose telephone number is (571)272-31 16. The 
examiner can normally be reached on M-F 7-3. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Valencia Martin- Wallace can be reached on (571)272-3440. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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